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1. Premise: the «Covid-19» epidemiological emergency 

The «Covid-19»1 epidemiological emergency currently affecting our Country has im-

portant repercussions on employment relationships and on the business lifecycle. 

                                                           

1  This is the acronym that identifies the respiratory disease caused by the new coronavirus, representing 

the synthesis of “COrona”, “VIrus”, “Disease” and “2019” as year of identification. The virus was 

instead called “Respiratory syndrome acute severe coronavirus 2” or “SARS-CoV-2”. More infor-

mation can be found on the website of the Ministry of health: http://www.salute.gov.it 

http://www.salute.gov.it/
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From a regulatory point of view, the situation is particularly fluid and constantly evolv-

ing: it is therefore necessary to keep it continuously monitored, since the provisions that 

are valid today, may no longer be in force tomorrow. 

The information below is updated to 7 May 2020 and therefore takes into account, inter 

alia, the Prime Ministerial Decree of 26 April 2020, which contains “urgent measures 

regarding the restraint and management of the Covid-19 epidemiological emergency, 

applicable on the entire national territory” as well as the Protocol of 24 April 2020, 

shared between the Government and the Social Partners. 

Please note that, in addition to the measures adopted at a national level – which are 

addressed in this document – it is necessary to pay attention to the provisions of the 

Regions, Prefects and Municipalities, the relevance of which is limited to their respec-

tive territories and which cannot be taken into consideration here below.2 

2. Indications regarding data protection 

2.1. The indications of the Data Protection Authority 

The Italian Data Protection Authority issued a provision in relation to the collection of 

data, including those related to health conditions, in conjunction with the current health 

emergency.3 In particular, such provision focused on two aspects: 

 the possibility for companies to collect, when registering visitors and users, infor-

mation regarding the presence of symptoms due to Covid-19 and updates on the 

latest movements, as a preventive measure against contagion; 

 the possibility for employers to obtain from employees a “self-declaration” attesting 

the absence of flu-like symptoms and other episodes relating to their private sphere.  

2.1.1.  Visitors and users 

As to the issue of the access to the company premises by visitors, users and suppliers, 

the data controllers – and, therefore, the companies – are invited to scrupulously follow 

the indications provided for by the Ministry of health and by the competent authorities 

for the prevention of the spread of Covid-19, without undertaking autonomous initia-

tives aimed at the collection of data, also concerning the health of users and workers, 

where such initiatives are not regulated by the law or ordered by the competent bodies. 

                                                           

2  For example, specific restrictive measures for dealing with the emergency have been issued by the 

Lombardy Region (see orders no. 514, no. 515 and no. 517 dated 21, 22 and 23 March 2020, which 

have been enacted pending the entry into force of Law Decree no. 19 of 25 March 2020, containing 

inter alia provisions regarding the adoption of national and local measures, as well as orders no. 521, 

no. 522, no. 528, no. 537 and no. 538 dated 4, 6, 11 and 30 April 2020 and no. 539 dated 3 May 2020). 

3  This is the provision dated 2 March 2020 (doc. web 9282117). 
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In particular, companies must limit as much as possible the access of external subjects 

(visitors, users, suppliers, etc.) and expressly communicate (through billboards placed 

at the entrances and specific official communications to suppliers, consultants and/or 

collaborators) the need:  

(a) to limit, in terms of frequency of the visits and number of subjects, the access to the 

company premises to those that are strictly necessary;  

(b) with specific reference to suppliers and collaborators, to promptly communicate any 

occurrence of symptoms among their employees, regardless of their actual access to 

the company premises, in order to be able to implement any preventive measures or 

to inform the health Authorities.  

2.1.2.  Employees 

Employers must refrain from collecting, in advance and in a systematic and general-

ised manner, information regarding the presence of any flu-like symptoms of the em-

ployee and on her or his closest contacts, or, in any case, regarding areas not related to 

the work environment. 

The obligation of the employee to inform the employer of any danger affecting the 

health and safety at the workplace remains unvaried. In this regard, the Minister for 

public administration recently provided for operational instructions concerning the ob-

ligation for every civil servant and for those who work, in various ways, in the public 

administration to report to the respective administration that they have are coming from 

an area at risk. In this context, the employer may invite employees to make, where nec-

essary, such communications by facilitating the way they are sent, also by putting in 

place dedicated channels. Where an employee performing duties that entail contact with 

the public (e.g. at a front office, at a service desk) encounters a suspected Covid-19 case 

in the course of her or his work, such employee must make sure that the competent 

health services are informed – also through the employer – and follow the preventive 

instructions provided for by the healthcare professionals consulted.  

Along with the other tasks related to health surveillance of workers through the Occu-

pational physician, the employer continues to be allowed to have the most exposed 

workers undergo an extraordinary medical visit. 

2.2. Privacy implications of the Protocol of 14 March 2020, updated to 24 April 

2020 

2.2.1.  Information 

As anticipated in the Protocol shared by the Social Partners4 – undersigned pursuant to 

Article 1, paragraph 1, no. 9), of the Prime Ministerial Decree of 11 March 2020, which 

                                                           

4  Both in the original version of 14 March 2020, and in the “updated” version of 24 April 2020. 
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contains the minimum safety and prevention measures, which must be complied with as 

a condition for, depending on each case, the continuation or the resumption of the busi-

ness activity (see Focus «THE SO-CALLED «PHASE 2». THE GRADUAL RESUMPTION OF 

ACTIVITIES OF ACTIVITIES») – the company will have to inform all workers and anyone 

who enters the company about the provisions of the authorities, delivering and/or post-

ing information brochures at the entrance and in the most visible places of the company 

premises. This information will concern, in particular, the obligation to stay at home in 

the presence of fever (over 37,5° C) or other flu symptoms or, in any case, to communi-

cate any change in their health conditions that render their stay at the company premises 

dangerous; the commitment to comply with all the provisions issued by the authorities 

and the employer in accessing the company (hygiene, safety distance, etc.); the impos-

sibility to access the premises for those who, in the last 14 days, have had contacts with 

subjects who have been tested positive for Covid-19 or come from risk areas according 

to WHO indications.  

In case of request of a declaration certifying the fact that a given person is not coming 

from areas subject to the epidemiological risk areas and the absence of contacts, in the 

last 14 days, with subjects tested positive for Covid-19, the employer should collect only 

the data which are necessary, adequate and relevant for the prevention of contagion from 

Covid-19, avoiding, for example, the request of additional information on the person 

tested positive or the places actually visited. 

2.2.2.  Access to the company 

Before entering the company, employees (and visitors, if their entry is necessary) will 

have to undergo body temperature checks. If their temperature is higher than 37,5° C, 

the individual will not be allowed to access the company and will have to accept to be 

put into temporary isolation while waiting to receive the indications of the physician.  

Since this is a processing of data related to health, all the precautions required by the 

data protection legislation must be adopted: giving adequate information, which can also 

be provided orally, identifying the subjects in charge of the treatment, avoiding any kind 

of disclosure or communication to third parties, safe for the specific exceptions set forth 

by the law (e.g. in the event of a request by the health authority for identification of the 

“close contacts” of a worker tested positive for Covid-19).  

It will be preferable to avoid recording the data collected unless it is necessary to docu-

ment the reasons which have prevented from entering the company’s premises; in such 

a case, it will be necessary to provide adequate security measures to protect such data. 

2.2.3  The FAQs of the Data Protection Authority concerning processing of data in 

public and private working contexts within the epidemiological emergency  

The Italian data protection authority, through specific Frequently Asked Questions 

(FAQ) available on its own website on 4 May 2020, provides valuable clarifications and 
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indications on the data processing in working environments during the Covid-19 emer-

gency period inspired by the answers provided and by the complaints, reports and ques-

tions received by the Office during this period.  

Specifically, these are some of the most important matters discussed by the FAQs: 

(a) employers, when adopting protective measures and performing their safety-related 

duties in the workplace, cannot communicate the name of the employee or the em-

ployees who have contracted the virus, unless the national legislation allows it: in 

fact, it is the responsibility of the competent health authorities to inform the so-called 

“close contacts” of the infected person, in order to implement the required precau-

tionary measures. In our system there is no obligation to communicate in favour of 

the Employees’ safety representative (RLS), nor the tasks described above fall, on 

the basis of sector’s rules, within the duties of the latter who has only advisory and 

safety audit tasks; 

(b) the occupational physician, in compliance with the specific provisions regarding 

health surveillance and personal data protection, will have to report to the employer 

those specific cases for which he considers that the particular condition of fragility 

is also linked to the employee’s health status. The Italian Data Protection Authority 

has reminded that the occupational physician does not need to communicates to the 

employer the specific disease contracted by the employee; 

(c) the Italian Data Protection Authority notes that in case the body temperature is de-

tected with respect to clients or occasional visitors and not employees, even when 

the temperature  exceeds the threshold set out in the emergency provisions, it is not 

necessary, as a rule, to register the information relating to the reason provided when 

refusing access; some companies even register users also to protect the administra-

tion in potential litigation or claims for inefficiencies (e.g. in relations with users). 

2.3. Data security 

This emergency situation represents a great challenge to the resilience of companies not 

only in terms of their ability to seize the opportunities of job evolution, but also in terms 

of adequacy with respect to the issue of data security.  

In fact, a smart worker continually comes into contact, through his or her devices, with 

the company databases and processes a considerable amount of information, sometimes 

of sensitive nature. Furthermore, access does not take place within the company walls, 

but from the employee’s home or – worse – from other external places, this way ex-

panding the chances that the data be viewed or taken by others (please consider, by way 

of example, the critical issues raised by the free Wi-Fi networks which are found in 

many places that can be ideally used as co-working places). 

The company, as controller or as the person responsible for the processing, is required 

to guarantee constant data security and to implement appropriate technical and organi-

zational measures which are necessary to ensure an adequate level of security pursuant 

to Articles 24 and 32 of the General Data Protection Regulation (GDPR), the violation 
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of which can expose the same company to fines of up to 10 million euros or up to 2% 

of the total worldwide annual turnover. 

How? 

First of all, starting from the protection of the devices through the installation of ade-

quate antivirus software and efficient backup systems as well as the development of 

Mobile Device Management (MDM) strategies which take into account password au-

thentication, data encryption, remote wipe/lock technologies (to format devices re-

motely and erase all data in case of theft or loss).  

Furthermore, by adopting adequate policies and procedures, which are not only brought 

to the attention of users but shared with them through a targeted training activity, which 

can also be carried out with the help of the company Data Protection Officer, if present, 

specifically addressing precisely those issues that may present particular adherence to 

smart working, such as the numerous daily behaviors that can lead to potential risks, 

including the loss of devices or browsing through unsafe networks.  

Having implemented a good training in the company will be all the more fundamental 

today in consideration of the fact that, according to the experts, in conjunction with the 

current health crisis, Italy is targeted by cyber criminals, willing to take advantage of 

the lower alert status of the users by launching campaigns to infect computers to steal 

data or extort money. Each campaign includes multiple attacks targeting multiple par-

ties, involving a large number of companies and targets within them. 

Attacks often use social engineering techniques to convince victims to open attachments 

or links, perhaps on Covid-19, which are often documents containing macros that down-

load and install malware. 

The best technique to avoid these attacks is to give the indication to never – in whatever 

case – open attachments coming from sources that are not known and acknowledged 

and to communicate their reception to the company IT staff. Even seemingly well-made 

emails written in perfect Italian can conceal threats to corporate security. Therefore, it 

is always necessary to carefully evaluate what is being opened by checking the object, 

the sender, the email address of origin and so on. These are simple checks that take a 

little time, but which can already help skim the malicious emails; in any case it is good 

to always suspect and always ask the competent staff for help.i 

 

This document is for information purposes only. It does not constitute a legal opinion in 

relation to the matters described herein, nor can it be considered as a legal analysis re-

placing a specific legal advice in relation to such matters or as a reference for contracts 

or commitments of any kind. 

This document is the property of Pavia e Ansaldo Studio Legale and its copying, du-

plication, citation or reproduction is prohibited, besides its consultation. 

                                                           


